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Hi there, Welcome to our webinar on Migration Consideration and the AWS Well Architected Review. The primary objective of this webinar is to give people looking to migrate to the cloud some more info about their cloud adoption journey, and to talk about how an AWS Well-Architected Review can help you ensure that new and exisiting environments are up to AWS Best Practice. In the first half of the webinar we will look at the primary factors to consider before migrating to the cloud to better prepare you for your pre-migration. After that we move onto the AWS Well-Architected Review; a framework that has been specifically designed to ensure that your AWS environment is cost-optimised, efficient, and secure. By participating in a WAR (Well-Architected Review), you can find and eliminate any elements of your cloud architecture that don't measure up to best practices. My name is Warwick, and I'm from Silicon Overdrive. Silicon Overdrive is an AWS Advanced Consulting, Channel Reseller and Public Sector partner. We are also AWS Well-Architected partners and AWS EC2 for Microsoft Windows Service Delivery partners. 



Several factors are steering customers to AWS
Common migration drivers

Agility/dev 
productivity Data center 

consolidation

Innovation and 
digital transformation

Cost 
reduction

Acquisitions 
or divestitures

Large scale compute 
intensive workloads

Facility or real-estate 
decisions

Colocation or outsourcing 
contract changes
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When us comes to cloud migrations we see a number of different business driversFirst, increasing business agility – Companies are creating business cases where they believe their workforce can be 30-70% more productive and deliver features much faster as a result of migrating their skills and applications to the cloud.Data center consolidation projects are common, especially in companies that have been active with acquisitions or that experienced infrastructure sprawl over the years.Thanks to the advances of the cloud and buzzwords like the Fourth industrial revolutions there is also an increase in companies looking to completely re-imagine their business using modern technology as part of larger digital transformation projects and innovationAnd, of course, any cost conscious organization is always looking for ways to improve the bottom line by reducing their costsAnd while there are lot of reasons enterprises are motivated to migrate their legacy systems to the cloud, often times comprising of tens of thousands of servers or dozens of data centers, they’re also asking a lot of questions about how they can do it quickly.



Existing 
investments

Skeptical 
stakeholders

Upfront 
expenses

Application 
interdependencies 

Concerns of downtime 
during migration

Lack of cloud 
expertise

Potential barriers to cloud adoption
There are possible challenges to migrating quickly and cost-effectively 
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Of course, when it comes to migrating to the cloud there are some potential barriers to considerExisting investments Skeptical Stakeholders Upfront expenses Application interdependencies Concerns of downtime during the migration Lack of cloud expertise 



Business case

Lay the foundation for a successful cloud 
adoption
Core components of the AWS migration process
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To overcome any potential barriers, we suggest a three-prong approach to your cloud adoption journey.   The first prong is your Business caseDefine business drivers and develop a compelling investment justification.Achieve faster time to marketImprove overall workforce productivityGain additional transparency into operational costs



Business case People and 
organization

Lay the foundation for a successful cloud 
adoption
Core components of the AWS migration process
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The second prong is your People and organizationIdentify new roles and responsibilities during and after migration. Consider who in your workforce will fill the identified roles.Estimate how workforce will be impacted by cloud adoptionAnd always remember that executive leadership/ & guidance will foster organization-wide buy-in 



Business case People and 
organization

Methodical 
migration process 

Lay the foundation for a successful cloud 
adoption
Core components of the AWS migration process
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The third prong is a methodical migration processA little later one I’m going to discuss the 5-step migration process. Use this process to visualize and plan your cloud adoption from business planning and portfolio evaluation, to application design and migration execution, to cloud operations.Forecast amount of time and effort required to complete each step of migration processGain a deeper understanding of how to optimize operations on AWSAND REMEMBER: Silicon Overdrive is here to assist you in laying out the foundation for your cloud adoption. 



Cost analysis Cost of change Labor productivity Business value

▪ Compare AWS run costs 
with current operating 
model

▪ AWS purchasing and 
pricing options

▪ Consulting costs of 
migration planning

▪ Maintaining legacy 
environment until 
migration is complete

▪ Estimate reduction in 
number of maintenance 
hours

▪ Productivity gains from 
automation

▪ Estimate the expected Return 
on Investment (ROI)

▪ Faster deployment 
times, scalability

▪ Decommissioned 
asset reductions

1) Building a business case for AWS migration
A data-driven rationale for cloud adoption
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Let’s take a closer look at each of the three prongs for your cloud adoption journey, started with building a business case for AWS Migration. When building a business case, it is important that you take a data-driven rationale for your cloud adoption. Cost analysisCompare potential AWS run costs with current your operating modelLook at and investigate AWS purchasing and pricing optionsNext look at the Cost of changeFactor in the consulting costs of your migration planningAnd remember to look at the cost maintaining your legacy environment until migration is completeAfter that we look at Labor productivityWhere we estimate the reduction in the number of maintenance hours that using AWS managed services will provide As well as the productivity gains your team will achieve from automationLastly, when building the business case we look at the Business valueTo do this we estimate the expected Return on Investment (ROI)Taking into account faster deployment times, and scalabilityWe also look at the reductions  from Decommissioned assets 



Form a Cloud Center 
of Excellence (CCoE) to 
establish operational 
processes and mobilize the 
appropriate resources.

Include people from across 
all of the business segments 
in your organization.

Define best practices and 
governance standards, 
automate discovery, 
and drive change.

CCoE members will develop 
subject matter expertise as 
the migration effort evolves, 
helping to gain buy-in from 
the entire workforce. 

2) People and organization
Engaged leadership helps to make a convincing case 
for migrating to AWS
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People and organizationAs I mentioned earlier, and engaged leadership team helps to make a convincing case for migrating to AWS. The first step is to form a Cloud Center of Excellence – or a CCoE – to establish operational processes and mobilize the appropriate resources.You should include people from across all the business segments in your company, not just your techs. Everyone from HR and sales to accounts and engineers should be involved in your journey to cloud adoptions. Next you want to define the best practices and governance standards, automate discovery, and drive change~CCoE members will develop subject matter expertise as the migration effort evolves. Helping to gain buy0in from the entire workforce.  



AWS Cloud Adoption Framework
Accelerating your organization's path to successful cloud adoption
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One of the tools we use to plan your migration and get the people in your organization ready to migrate to the cloud is the AWS Cloud Adoption Framework, or CAF. The AWS CAF Action Plans help you prepare for the transition to cloud based IT. The journey begins with your leadership team reviewing the six CAF perspectives. Each perspective is used to create work streams that uncover gaps in your existing skills and processes, which are recorded as inputs. These inputs are the basis for creating an AWS CAF Action Plan to guide your organization's change management as you journey to the cloud. There are three Business Perspectives and three Technical perspectives that we look at. From the business perspectives – the blocks in blue – we have: Business he Business Perspective helps you move from separate strategies for business and IT to a business model that integrates IT strategy. Agile IT strategies are aligned to support your business outcomes, and they can adjust to business needs or technical capabilities as they change.Common Roles: Business Managers; Finance Managers; Budget Owners; Strategy Stakeholders.CapabilitiesIT Finance addresses your capacity to plan, allocate, and manage the budget for IT expenses with the use-based cost model of cloud services.IT Strategy helps you take advantage of cloud-based IT approach to deliver value and end-user adoption.Benefits Realization helps you to measure the benefits of your IT investments using methods for a cloud-based IT operating model.Business Risk Management helps you estimate the potential business impact of preventable, strategic, and/or external risks.



AWS Cloud Adoption Framework
Accelerating your organization's path to successful cloud adoption
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One of the tools we use to plan your migration and get the people in your organization ready to migrate to the cloud is the AWS Cloud Adoption Framework, or CAF. The AWS CAF Action Plans help you prepare for the transition to cloud based IT. The journey begins with your leadership team reviewing the six CAF perspectives. Each perspective is used to create work streams that uncover gaps in your existing skills and processes, which are recorded as inputs. These inputs are the basis for creating an AWS CAF Action Plan to guide your organization's change management as you journey to the cloud. There are three Business Perspectives and three Technical perspectives that we look at. 



AWS Cloud Adoption Framework
Accelerating your organization's path to successful cloud adoption
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Then we have the People Perspective The People Perspective helps Human Resources (HR) and personnel management prepare their teams for cloud adoption by updating staff skills and organizational processes to include cloud-based competencies.Common Roles: Human Resources; Staffing; People Managers.�CapabilitiesResource Management helps you understand and forecast new personnel needs for a cloud-based model.Incentive Management helps you implement a compensation program that will attract and retain the personnel required to operate a cloud-based IT model.Career Management helps you identify, acquire, and retain the skills needed for your cloud migration and ongoing operating model.Training Management provides guidance on how to develop or acquire training for your employees so they can perform their roles in a cloud environment.Organizational Change Management helps you manage the impact of business, structural, and cultural changes caused by cloud adoption.



AWS Cloud Adoption Framework
Accelerating your organization's path to successful cloud adoption
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And then the Governance Perspective The Governance Perspective integrates IT Governance and Organizational Governance. It provides guidance on identifying and implementing best practices for IT Governance, and on supporting business processes with technology.�Common Roles: CIO; Program Managers; Project Managers; Enterprise Architects; Business Analysts; Portfolio Managers.�CapabilitiesPortfolio Management provides a mechanism to manage it based on desired business outcomes. It can help to determine cloud-eligibility for workloads when prioritizing which services to move to the cloud.Program and Project Management helps you manage technology projects using methodologies that take advantage of the agility and cost management benefits inherent to cloud services.Business Performance Measurement helps you measure the impact of the cloud on business objectives.License Management defines methods to procure, distribute, and manage the licenses needed for IT systems, services, and software.



AWS Cloud Adoption Framework
Accelerating your organization's path to successful cloud adoption
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From there we move onto the three Technical Perspectives  - the blocks in orange Platform Perspective The Platform Perspective helps you design, implement, and optimize the architecture of AWS technology based on business goals and objectives. It helps provide strategic guidance for the design, principles, tools, and policies you will use to define AWS infrastructure. The Platform perspective also includes principles and patterns for communicating your target state environment, implementing new solutions on the cloud, and migrating on-premises workloads to the cloud.�Common Roles: CTO; IT Managers; Solution Architects.CapabilitiesSystems and Solution Architecture helps you define and describe the system design and your architectural standards.Compute, Network, Storage, and Database Provisioning helps you develop new processes for provisioning infrastructure in a cloud environment. Provisioning shifts from an operational focus aligning supply with demand, to an architectural focus aligning services with requirements.Application Development addresses your ability to support business goals with new or updated applications, and helps implement new skills and processes for software development that take advantage of the agility gained by cloud computing.



AWS Cloud Adoption Framework
Accelerating your organization's path to successful cloud adoption
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From there we move onto the three Technical Perspectives  - the blocks in orange Security PerspectiveThe Security Perspective helps you structure the selection and implementation of controls. Following this guidance can make it easier to identify areas of non-compliance and plan ongoing security initiatives.�Common Roles: CISO; IT Security Managers; IT Security Analysts.�CapabilitiesIdentity and Access Management (IAM) helps you integrate AWS into your identity management lifecycle, and sources of authentication and authorization.Detective Control provides guidance to help identify potential security incidents within your AWS environment.Infrastructure Security helps you implement control methodologies necessary to comply with best practices as well as meet industry or regulatory obligations.Data Protection helps you to implement appropriate safeguards that protect data in transit and at rest.Incident Response helps you define and execute a response to security incidents



AWS Cloud Adoption Framework
Accelerating your organization's path to successful cloud adoption
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From there we move onto the three Technical Perspectives  - the blocks in orange Operations Perspective The Operations Perspective helps you to run, use, operate, and recover IT workloads to levels that meet the requirements of your business stakeholders. Insights gained through the Operations Perspective define your current operating procedures as well as process changes and training needed for successful cloud adoption. Well-managed IT operations support the operations of the business from planning and sustaining, through change and incident management.�Common Roles: IT Operations Managers; IT Support Managers.�CapabilitiesService Monitoring focuses on detecting and responding to IT operations health indicators, to meet your service level agreements and operating level agreements.Application Performance Monitoring (APM) provides you with new approaches for monitoring application performance in a cloud environment to ensure that application health meets defined requirements.Resource Inventory Management helps you manage virtual IT assets to provide services that are both high performing and cost efficient.Release/Change Management helps your teams adopt software development best practices such as automation and Continuous Integration/Continuous Delivery (CI/CD) techniques, increasing the pace of your innovations.Reporting and Analytics helps you monitor the health of cloud assets and provide insights to help you reach the desired level of performance.Business Continuity/Disaster Recovery helps you implement processes to keep your business running during a catastrophic event.IT Service Catalog helps you to offer cloud services to the business using a model that can help to improve efficiency of providing IT services as well as the productivity of consuming them.�Resources



3) Methodical migration process
Visualize the cloud adoption effort from planning to operating on AWS

Migration Preparation 
& Business Planning
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Once we’ve completed the first two prongs and we’ve conducted the CAF, we can move onto planning the migrationPhase 1:Migration Preparation and Business PlanningTake business objectives into account, along with the age and architecture of your existing applications, and their constraintsEngaged leadership, frequent communication, and clarity of purpose are requiredAggressive but realistic goals and timelines make it easier for an entire organization to rally behind the decision to migrate



3) Methodical migration process
Visualize the cloud adoption effort from planning to operating on AWS

Migration Preparation 
& Business Planning

Portfolio 
Discovery 
& Planning
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Phase 2:Portfolio Discovery and PlanningFull portfolio analysis of your environment, complete with a map of interdependencies, as well as migration strategies and priorities, are key elements to building a successful migration planBeginning the migration process with less critical and complex applications in your portfolio creates a sound learning opportunity for your migration teams



3) Methodical migration process
Visualize the cloud adoption effort from planning to operating on AWS

Migration Preparation 
& Business Planning

Portfolio 
Discovery 
& Planning

Application 
Design

Migration 
& Validation
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Phase 3:Application DesignandPhase 4:Migration and ValidationThe focus shifts from the portfolio level to the individual application level, and each application is designed, migrated, and validatedA continuous improvement approach is recommended, because the level of project fluidity and success comes down to how well you apply the iterative methodology in these phases



3) Methodical migration process
Visualize the cloud adoption effort from planning to operating on AWS

Migration Preparation 
& Business Planning

Portfolio 
Discovery 
& Planning

Application 
Design

Migration 
& Validation

Operate
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Phase 5:Modern Operating ModelYour cloud operating model is an evergreen set of people, processes, and technologies This constantly improves as you migrate more applications, optimize your new foundation, turn off old systems, and constantly iterateBuilding off the expertise developed from the previous migration of applications enables you to develop a foundation that leads to a continually improving operating model



6 common migration strategies
There is no one-size-fits-all approach to migrating your applications
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1. Rehost (lift and shift)Can be automated with tools such as AWS Server Migration Service, although you may prefer to do this manually as you learn how to apply your legacy systems to the new cloud platform 2. Replatform (lift, tinker, and shift)Making a few cloud optimizations in order to achieve some tangible benefit, without changing the core architecture of the application (for example, reducing the amount of time spent managing the database instances that are migrated to Amazon Relational Database Service)3. Repurchase (drop and shop)Move to a newer version or different solution; likely means your organization is willing to change the existing licensing model it has been using (worth considering for workloads that can be easily upgraded to newer versions)4. Refactor (Re-architect)Driven by a strong business need to add features, scale, or improve performance that would otherwise be difficult to achieve in the application’s existing environment … Basically entails overhauling legacy applications for optimization once they are on AWS (often the most expensive solution)5. RetainOnly migrate what makes sense for the business, and if there are portions of your IT portfolio you are not ready to migrate (or you do not move an application that was recently upgraded, meaning additional changes would have to be made once it shifted to AWS)6. RetireIdentify IT assets that are no longer useful and can be turned off (meaning your workforce can focus on maintaining the resources that are widely used)



▪ Determine your migration strategy and also develop a contingency plan.

▪ Create a clear roadmap to help you achieve your desired end-state on the cloud.

▪ Visualize the entire migration effort timeline, and reduce cost and risk.

▪ Keep your workforce focused on business innovation and change management.

Help is Available
APN Partners like Silicon Overdrive, AWS Professional Services, and 
solutions available on AWS Marketplace can help:



AWS Well-Architected
Review



Introduction to the Well-Architected Review
The WAR was developed to help cloud architects build secure, high-
performing, resilient, and efficient infrastructure for their applications

Presenter
Presentation Notes
The AWS Well-Architected Framework is based on five pillars helps you understand the pros and cons of decisions you make while building systems on AWS. By using the Framework you will learn architectural best practices for designing and operating reliable, secure, efficient, and cost-effective systems in the cloud. It provides a way for you to consistently measure your architectures against best practices and identify areas for improvement. The process for reviewing an architecture is a constructive conversation between you and the Silicon Overdrive WAR Team of AWS engineers about architectural decisions, and is not an audit mechanism.We believe that having well-architected systems greatly increases the likelihood of business success. Silicon Overdrive has years of experience architecting solutions across a wide variety of business verticals and use cases. We have helped design and review scores of customers’ architectures on AWS. Well-Architected Review



▪ Stop guessing your capacity needs

AWS Well-Architected Review
The Well-Architected Framework identifies a set of general design 
principles to facilitate good design in the cloud:
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Stop guessing your capacity needs: Eliminate guessing about your infrastructure capacity needs. When you make a capacity decision before you deploy a system, you might end up sitting on expensive idle resources or dealing with the performance implications of limited capacity. With cloud computing, these problems can go away. You can use as much or as little capacity as you need, and scale up and down automatically. 



▪ Stop guessing your capacity needs
▪ Test systems at production scale

AWS Well-Architected Review
The Well-Architected Framework identifies a set of general design 
principles to facilitate good design in the cloud:
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Test systems at production scale: In the cloud, you can create a production-scale test environment on demand, complete your testing, and then decommission the resources. Because you only pay for the test environment when it's running, you can simulate your live environment for a fraction of the cost of testing on premises.



▪ Stop guessing your capacity needs
▪ Test systems at production scale
▪ Automate to make architectural experimentation easier

AWS Well-Architected Review
The Well-Architected Framework identifies a set of general design 
principles to facilitate good design in the cloud:
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Automate to make architectural experimentation easier: Automation allows you to create and replicate your systems at low cost and avoid the expense of manual effort. You can track changes to your automation, audit the impact, and revert to previous parameters when necessary. 



▪ Stop guessing your capacity needs
▪ Test systems at production scale
▪ Automate to make architectural experimentation easier
▪ Allow for evolutionary architectures 

AWS Well-Architected Review
The Well-Architected Framework identifies a set of general design 
principles to facilitate good design in the cloud:
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Allow for evolutionary architectures: Allow for evolutionary architectures. In a traditional environment, architectural decisions are often implemented as static, one-time events, with a few major versions of a system during its lifetime. As a business and its context continue to change, these initial decisions might hinder the system's ability to deliver changing business requirements. In the cloud, the capability to automate and test on demand lowers the risk of impact from design changes. This allows systems to evolve over time so that businesses can take advantage of innovations as a standard practice. •



▪ Stop guessing your capacity needs
▪ Test systems at production scale
▪ Automate to make architectural experimentation easier
▪ Allow for evolutionary architectures 
▪ Drive architectures using data

AWS Well-Architected Review
The Well-Architected Framework identifies a set of general design 
principles to facilitate good design in the cloud:
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Drive architectures using data: In the cloud you can collect data on how your architectural choices affect the behavior of your workload. This lets you make fact-based decisions on how to improve your workload. Your cloud infrastructure is code, so you can use that data to inform your architecture choices and improvements over time



▪ Stop guessing your capacity needs
▪ Test systems at production scale
▪ Automate to make architectural experimentation easier
▪ Allow for evolutionary architectures 
▪ Drive architectures using data
▪ Improve through game days

AWS Well-Architected Review
The Well-Architected Framework identifies a set of general design 
principles to facilitate good design in the cloud:
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Improve through game days: Test how your architecture and processes perform by regularly scheduling game days to simulate events in production. This will help you understand where improvements can be made and can help develop organizational experience in dealing with events.



Operational Excellence
The operational excellence pillar focuses on running and 
monitoring systems to deliver business value, and continually 
improving processes and procedures. Key topics include 
managing and automating changes, responding to events, and 
defining standards to successfully manage daily operations.

Presenter
Presentation Notes
There are six design principles for operational excellence in the cloud:• Perform operations as code: In the cloud, you can apply the same engineering discipline that you use for application code to your entire environment. You can define your entire workload (applications, infrastructure) as code and update it with code. You can implement your operations procedures as code and automate their execution by triggering them in response to events. By performing operations as code, you limit human error and enable consistent responses to events.• Annotate documentation: In an on-premises environment, documentation is created by hand, used by people, and hard to keep in sync with the pace of change.  In the cloud, you can automate the creation of annotated documentation afterevery build (or automatically annotate hand-crafted documentation). Annotated documentation can be used by people and systems. Use annotations as an input to your operations code.• Make frequent, small, reversible changes: Design workloads to allow components to be updated regularly. Make changes in small increments that can be reversed if they fail (without affecting customers when possible). • Refine operations procedures frequently: As you use operations procedures, look for opportunities to improve them. As you evolve your workload, evolve your procedures appropriately. Set up regular game days to review and validate that all procedures are effective and that teams are familiar with them.• Anticipate failure: Perform “pre-mortem” exercises to identify potential sources of failure so that they can be removed or mitigated. Test your failure scenarios and validate your understanding of their impact. Test your response procedures toensure that they are effective, and that teams are familiar with their execution. Set up regular game days to test workloads and team responses to simulated events.• Learn from all operational failures: Drive improvement through lessons learned from all operational events and failures. Share what is learned across teams and through the entire organization.



Operational Excellence Questions
How do you determine what your priorities are?
How do you design your workload so that you can understand its 
state?
How do you reduce defects, ease remediation, and improve flow 
into production?
How do you mitigate deployment risks?



Operational Excellence Questions
How do you know that you are ready to support a workload?
How do you understand the health of your workload?
How do you understand the health of your operations?
How do you manage workload and operations events?
How do you evolve operations?



Security
The security pillar focuses on protecting information & systems. 
Key topics include confidentiality and integrity of data, identifying 
and managing who can do what with privilege management, 
protecting systems, and establishing controls to detect security 
events.
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Implement a strong identity foundation: Implement the principle of least privilege and enforce separation of duties with appropriate authorization for each interaction with your AWS resources. Centralize privilege management and reduce or even eliminate reliance on long-term credentials. • Enable traceability: Monitor, alert, and audit actions and changes to your environment in real time. Integrate logs and metrics with systems to automatically respond and take action. • Apply security at all layers: Rather than just focusing on protection of a single outer layer, apply a defense-in-depth approach with other security controls. Apply to all layers (e.g., edge network, VPC, subnet, load balancer, every instance, operating system, and application). • Automate security best practices: Automated software-based security mechanisms improve your ability to securely scale more rapidly and cost effectively. Create secure architectures, including the implementation of controls that are defined and managed as code in version-controlled templates. • Protect data in transit and at rest: Classify your data into sensitivity levels and use mechanisms, such as encryption, tokenization, and access control where appropriate. • Keep people away from data: Create mechanisms and tools to reduce or eliminate the need for direct access or manual processing of data. This reduces the risk of loss or modification and human error when handling sensitive data. 12 AWS Well-Architected Framework • Prepare for security events: Prepare for an incident by having an incident management process that aligns to your organizational requirements. Run incident response simulations and use tools with automation to increase your speed for detection, investigation, and recovery



Security Questions
How do you manage credentials and authentication?
How do you control human access?
How do you control programmatic access?
How do you detect and investigate security events?
How do you defend against emerging security threats?
How do you protect your networks?



Security Questions
How do you protect your compute resources?
How do you classify your data?
How do you protect your data at rest?
How do you protect your data in transit?
How do you respond to an incident?



Reliability
The reliability pillar focuses on the ability to prevent, and quickly 
recover from failures to meet business and customer demand. 
Key topics include foundational elements around setup, cross-
project requirements, recovery planning, and how we handle 
change.
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Test recovery procedures: In an on-premises environment, testing is often conducted to prove the system works in a particular scenario. Testing is not typically used to validate recovery strategies. In the cloud, you can test how your system fails, and you can validate your recovery procedures. You can use automation to simulate different failures or to recreate scenarios that led to failures before. This exposes failure pathways that you can test and rectify before a real failure scenario, reducing the risk of components failing that have not been tested before. • Automatically recover from failure: By monitoring a system for key performance indicators (KPIs), you can trigger automation when a threshold is breached. This allows for automatic notification and tracking of failures, and for automated recovery processes that work around or repair the failure. With more sophisticated automation, it's possible to anticipate and remediate failures before they occur. • Scale horizontally to increase aggregate system availability: Replace one large resource with multiple small resources to reduce the impact of a single failure on the overall system. Distribute requests across multiple, smaller resources to ensure that they don't share a common point of failure. • Stop guessing capacity: A common cause of failure in on-premises systems is resource saturation, when the demands placed on a system exceed the capacity of that system (this is often the objective of denial of service attacks). In the cloud, you can monitor demand and system utilization, and automate the addition or removal of resources to maintain the optimal level to satisfy demand without overor under- provisioning. • Manage change in automation: Changes to your infrastructure should be done using automation. The changes that need to be managed are changes to the automation. 



Reliability Questions
How do you manage service limits?
How do you manage your network topology?
How does your system adapt to changes in demand?
How do you monitor your resources?
How do you implement change?
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Reliability Questions
How do you back up data?
How does your system withstand component failures?
How do you test resilience?
How do you plan for disaster recovery?



Performance Efficiency
The performance efficiency pillar focuses on using IT and 
computing resources efficiently. Key topics include selecting the 
right resource types and sizes based on workload requirements, 
monitoring performance, and making informed decisions to 
maintain efficiency as business needs evolve.
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Democratize advanced technologies: Technologies that are difficult to implement can become easier to consume by pushing that knowledge and complexity into the cloud vendor's domain. Rather than having your IT team learn how to host and run a new technology, they can simply consume it as a service. For example, NoSQL databases, media transcoding, and machine learning are all technologies that require expertise that is not evenly dispersed across the technical community. In the cloud, these technologies become services that your team can consume while focusing on product development rather than resource provisioning and management. • Go global in minutes: Easily deploy your system in multiple Regions around the world with just a few clicks. This allows you to provide lower latency and a better experience for your customers at minimal cost. • Use serverless architectures: In the cloud, serverless architectures remove the need for you to run and maintain servers to carry out traditional compute activities. For example, storage services can act as static websites, removing the need for web servers, and event services can host your code for you. This not only removes the operational burden of managing these servers, but also can lower transactional costs because these managed services operate at cloud scale. 25 AWS Well-Architected Framework • Experiment more often: With virtual and automatable resources, you can quickly carry out comparative testing using different types of instances, storage, or configurations. • Mechanical sympathy: Use the technology approach that aligns best to what you are trying to achieve. For example, consider data access patterns when selecting database or storage approaches. 



Performance Efficiency Questions
How do you select the best performing architecture?
How do you select your compute solution?
How do you select your storage solution?
How do you select your database solution?
How do you configure your networking solution?



Performance Efficiency Questions
How do you evolve your workload to take advantage of new 
releases?
How do you monitor your resources to ensure they are 
performing as expected?
How do you use tradeoffs to improve performance?



Cost Optimization
Cost Optimization focuses on avoiding un-needed costs. Key 
topics include understanding and controlling where money is 
being spent, selecting the most appropriate and right number of 
resource types, analyzing spend over time, and scaling to meet 
business needs without overspending.
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• Adopt a consumption model: Pay only for the computing resources that you require and increase or decrease usage depending on business requirements, not by using elaborate forecasting. For example, development and test environments are typically only used for eight hours a day during the work week. You can stop these resources when they are not in use for a potential cost savings of 75% (40 hours versus 168 hours). • Measure overall efficiency: Measure the business output of the workload and the costs associated with delivering it. Use this measure to know the gains you make from increasing output and reducing costs. • Stop spending money on data center operations: AWS does the heavy lifting of racking, stacking, and powering servers, so you can focus on your customers and organization projects rather than on IT infrastructure. • Analyze and attribute expenditure: The cloud makes it easier to accurately identify the usage and cost of systems, which then allows transparent attribution of IT costs to individual workload owners. This helps measure return on investment (ROI) and gives workload owners an opportunity to optimize their resources and reduce costs. • Use managed and application level services to reduce cost of ownership: In the cloud, managed and application level services remove the operational burden of maintaining servers for tasks such as sending email or managing databases. As managed services operate at cloud scale, they can offer a lower cost per transaction or service.



Cost Optimization Questions
How do you govern usage?
How do you monitor usage and cost?
How do you decommission resources?
How do you evaluate cost when you select services?
How do you meet cost targets when you select resource type 
and size?



Cost Optimization Questions
How do you use pricing models to reduce cost?
How do you plan for data transfer charges?
How do you match supply of resources with demand?
How do you evaluate new services?



Let Silicon Overdrive help you along the 
way as you build and manage your 
workloads. 



About Silicon Overdrive

With over 25 years in the IT industry, our consultants offer expert advice on how to best utilise Information

Technology to achieve your business objectives, save costs and enhance efficiency and productivity.

Our technical assessments and IT Audits help you make the best decision for your business. Our teams will

evaluate your current environment – (mail, storage, network, backup, disaster recovery, security and

communication infrastructures) for opportunities for improvement, standardisation, cost optimisation and

alignment with best practices and security standards.

We offer flexible  support options  and comprehens ive  

services  from network cabling to security and 

compliance  services . As  a  provider of fully Managed

IT Services  we centra lly manage  your IT for you. 



About Silicon Overdrive



Our Customers



You’ve been lovely,
we’ve been awesome
Presented by Silicon Overdrive
www.overdrive.co.za
Warwick@overdrive.co.za

Warwick Levey
VP Sales & Marketing

http://www.overdrive.co.za/
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